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Tom tat:

Nhirng khach hang xau thuc hién cac hanh vi gian 1an trong cac giao dich tai chinh gay thiét hai vé
kinh t& va 1a méi nguy hi€ém cho céc cdng ty, td chirc. Trong thdi gian gan day, cac giao dich bung né
b&i su’ phét trién cua céc giao dich tai chinh qua mang va di ddng trén toan thé gidi. Vi vay, viéc xtr ly
giao dich va phat hién nhirng hanh vi bat thugng tir hang tram ngan giao dich vdi v6 s6 loai hanh vi
khac nhau khong con phl hgp véi phuong thic x(r ly thi cong. Trong bai bao nay viéc khai pha motif
cho chudi thdi gian va phat hién bat thuding bang thuat todn hoc may rirng ngau nhién dugc dé xuét.
MGt md hinh xac dinh cadc mau hanh vi gian 1an va phan loai cac d6i tugng trong bai todn phét hién
bat thudng & cdp do tai khoan dugc mo hinh hoa. M6 hinh dé xudt dugc thir nghiém va sau doé sir
dung dé phat hién ra cac khach hang bat thudng trong di liéu hoat dong ban Ié. Bang thuc nghiém
chi ra mé hinh c6 d6 chinh xac F1 la 75%.

T khoa:
Phat hién bt thuding, khai pha mo-tip, nhan dang mau, hoc may
Abstract:

Bad customers do fraud behavior in financial transactions is cause of economic losses and the threat
for companies and organizations. Transactions exploded recently because of the development of
mobile, online transactions in whole the world. Therefore, transaction processing and detecting
anomalous behavior from hundreds of thousands of transactions with various types of behavior are no
longer suitable for manual processing. In this paper, motif discovery for time series and anomaly
detection by machine learning are proposed. A model that identifies fraudulent behavior patterns and
classifies objects in the account level anomaly detection problem is modeled. The proposed model is
experimented and then used to discover anomalies in retail activity data. Experimentally, the model
has an accuracy of F1 of 75%
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1. Giéi thiéu chung

ban I¢ [1]. Nhiing gian 1an trong tai chinh
s& anh huong dén uy tin, gay ton that cho
cac t6 chire ndy. Bai toan nay duoc rat

Bai toan phat hién gian 1an 1a mét chu dé
quan trong cua cac cong ty, to chirc nhur
ngan hang, bao hiém, cac doanh nghiép
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nhiéu nha nghién ctru quan tim va thuc
hién hang loat cong trinh nghién ctu

Céc giao dich tai chinh bung nd gan day
boi su phat trién cua cac giao dich tai
chinh qua mang va di dong. Céc hinh
thire giao dich nay co chi phi thap va rat
nhanh choéng, tién lgi. Tt su phat trién
nay, viéc xu ly giao dich tir hang tram
ngan giao dich v6i vo sb loai hanh vi

Viéc tiép can bai toan phat hién gian lan
¢ thé chia vao 3 muc do: cép do giao
dich, cp do tai khoan, cdp do mang.
Tht nhét, cép do giao dich tiép can chu
yéu trén cac giao dich va cac thudc tinh.
Thir hai, cip do tai khoan chii yéu trén
cac ddc diém thong ké va cac hanh vi cua
tai khoan (nguoi, cong ty, to chiic) trong
cac giao dich. Thu ba, cép do mang, mot
mang db thi thé hién mdi quan hé giira
c4c tai khoan ctia mdi giao dich.

Khi cac chuyén gia phan tich danh gia
rii ro mot doi tuong nao do, madt trong
nhiing cach ho thuong st dung la xem
x€t qua trinh hoat dong cua ddi tuong
nay trong qua khir. Ho tong két nhiing
kinh nghiém c6 dugc tir nhitng ddi tuong
gian lan, st dung nhitng kinh nghiém
nay dé doi chiéu voi ddi tuong dang
duogc xét va phan tich xem li¢u cac hanh
vi ctia d6i twong nay c6 giéng voi nhiing
hanh vi dang ngo hay khong.

Qua trinh hoat dong cua cac ddi tuong co
thé dugc mo ta boi nhig chudi thoi
gian, cac hanh vi ma ddi tugng thuc hi¢n
chinh 13 cac chudi con cuia chiing. Do d6,
mubn thyc hién y tudng da néu ra, ta phai
tim cach dé x4y dung mdt tdp chira cac
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trong hai thap ki gin day
[11.[2].[3].[4].[5]

khac nhau khong con phu hop voi
phuong thire xr 1y thii cong. Nhiéu tng
dung cua phan tich dir liéu va tri tu¢ nhan
tao duoc ap dung dé giai quyét van dé
nay nhu phéan 16p, phan nhom, hoi quy,
phat hién ngoai lai, du doan va mo phong

[1].

mAu hanh vi bt thuong cta nhing ké
xau, dong thoi tao ra mot hé thdng phan
loai dé sir dung nhitng mau hanh vi nay
vao qua trinh danh gia cac ddi twong
khac.

Muc tiéu chinh ctia bai béo nay la dé xuét
mot mo hinh méi khai pha cadc mau hanh
vi, thoi quen dang nghi ngd ma nhiing
d6i tugng gian lan thyc hién trong qua
trinh hoat dong ban 1¢. Tu d6 phan 16p
dbi tugng vao 16p bat thuong (co kha
nang thuc hién hanh vi gian 1an) hodc
binh thuong. M6 hinh dugc ap dung
trong pham vi ddi twong khach hang c6
hoat dong mua ban nhiéu mat hang khac
nhau, c6 giao dich vdi cong ty ban 1¢ &
nhiéu chi nhanh khéc nhau.

Noi dung chinh cta bai bao dugc trinh
bay trong 4 phan. (i) Phan 1 13 gi6i thiéu
chung v& phat hién bat thudng trong
giao dich. (ii) Phan 2 trinh bay phuong
phap xdy duyng mé hinh hé thong phat
hién bat thuong. Cac thuit toan tim kiém
mau hanh vi ddng ngd trén chudi thoi
gian, st dung thuat todn hoc may rung
ngau nhién tién hanh phén 16p ddi tuong.
(iii) Phan 3 1a ap dung mo hinh dua ra
v6i dit liéu khach hang. (iv) Phan 4 1a két
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ludn va néu ra hudng nghién ctru tiép

2. Phuwong phap luan
2.1.Téng quan mé hinh dé xuit

Tién xr ly

dir ligu Khai pha mau

Hhom dirligu thee
ddi rgng oding cac

Dir ligu ban dau

Gy dimg tap chud
thei gian

Dirliéu chudi
thos gian

Phan I6p

Random Forest

Hinh 1: Téng quan mo hinh dé xuat

Pé tim dugce cac kich ban gian lan an
trong dit liéu sdn co, ta can xét mot chudi
cac giao dich lién tiép do cing mot ddi
twong thuc hién. Mot chudi giao dich
nhu vay dugc goi mot hanh vi. Nhu vay,
yéu cau dit ra cho hé théng 14 tim ra céc
méu chung ctia cac hanh vi do ddi tuong
gian 1an thyc hién trude giao dich phat
sinh gian lan.

Trude hét, tap dir liéu can duoc tién
xt 1y bang cach nhom theo timg ddi
tugng va sap xép lai theo trinh tu thoi
gian dé tao thanh cac chudi thoi gian mo
ta qua trinh hoat dong cta chu thé giao
dich. Chudi thoi gian dugc xay dung s&
mé ta mdt hodc nhiéu mit cua giao dich
(twong (mg v6i chudi thoi gian don va
chudi thoi gian da chiéu). Lay vi du,
trong trudng hop chi xét dén sy bién

theo cua bai bao.

thién cua gia tri giao dich, ta xay dung
chudi thoi gian don theo thudc tinh tong
gia tri giao dich theo tung thang. Mat
khéc, néu mudn thé hién téng loi nhuan
va s6 luong giao dich cua ddi tuong, ta
xay dung chudi thoi gian hai chiéu.

Két qua cua bude tién xir 1y 1a cac
hanh vi gian 1an dugc thé hién truc quan
trén cac chudi thoi gian. Bai toan phat
hién gian 14n ban dau duoc chuyén thanh
tim cac motif 1ap lai trén cac chudi thoi
gian cta nhirng d6i twong xau.

Trong qué trinh tim kiém motif cho
chudi thoi gian, cac hanh vi nhitng d6i
tuong x4u thuong thyc hién va cac hanh
vi da bi danh dau 1a xau tr trude s& duge
loc ra, téng hop lai thanh tdp mau hanh
vi dang ngd. Tap mau thu duoc 1a co s
dé so sanh, dénh gid nhing ddi twong
khac trong budc tiép theo.

Cudi clng, ta s& tién hanh phén 16p cac
dbi tuong trong tap dit liéu thanh hai 16p:
bat thuong hodc binh thudng. Tiéu chuan
duoc dit ra dé két luan nhén cho d6i tuong
la muc dJ tuong dong trong hanh vi cua
né voi cac hanh vi nam trong tip mau
hanh vi ddng ngo. Do do, ta phai dua ra
phuong thirc so sanh d§ tuong tu gitra cac
mau hanh vi & dang chudi con cua chudi
thoi gian voi nhau.

Ap dung do do tuwong tu, qué trinh so
sanh cac mau hanh vi s& cho ta bd thudc
tinh moi ciia mdi ddi twgng. Trong do,
mdi thudc tinh s& dai dién cho do twong
ty cia nhitng hanh vi cta dbi twong véi
nhitng hanh vi trong tip mau dang nghi.
B6 thudc tinh nay s€ duoc st dung dé xac
dinh sy twong dong gitra dbi tugng gian
lan va dbi tuong dugc kiém tra. Sir dung
thuat toan phan 16p, ta tim ra cac doanh
nghiép c6 nhiéu twong ddng voi cac
doanh nghi€p c6 hanh vi gian 1an mua
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hang va gan nhén bat thuong cho doanh
nghi¢p tuong ung.

Qua trinh thuc hién cu thé cua céc
budc ké trén s& duogc thé hién chi tiét
trong cac muc tiép theo.

2.2. Mé hinh héa div liéu thanh
chuéi thoi gian

Mot chudi  thoi  gian T =
{x0,%1,...,xm} 12 Mot day thir tu theo
thoi gian {to, ty,...,t,} Cua m bién gia
tri thuc [6].

Trong pham vi bai bdo, ta s& chi xét
loai chudi thoi gian c6 tap moc thoi gian
cb dinh. Ki hiéu tap moc thoi gian I' =
{ti}o<j<m-

Gia sur ta c0 tap dix liéu chaa dir liéu
vé cac giao dich roi rac do n d6i tugng
X1, Xp, ..., X, thudc tap dbi twong o thuc
hién.

V&i mbi ddi twong x; trong o, ta nhdm
cac giao dich do x; thyuc hién lai va sip
xép ching theo thir ty thoi gian. Khi do,
ta c6 mot chudi thoi gian tong quat mo ta
hoat dong cua x; véi cac diém dix liéu 1a
cac vector thuoc tinh cua nhirng giao
dich do x; thuc hién.

Trong nhiéu trudng hop, chi mot hoic
mot vai thude tinh trong giao dich dugc
xét. Ngoai ra, viéc phat hién cac ddi
twong bat thudng can phai tong hop
thong tin cia giao dich trong mot khoang
thoi gian nhat dinh. Vi vay, viéc xay
dung chudi thoi gian khong dua trén
ting thoi diém giao dich ma dua trén mot
méc thoi gian ¢ dinh (chéng han, chudi
thoi gian thé hién sy thay d6i ké khai ma
nhom hang hoéa cua doanh nghiép theo
thang).

Nhu vay, véi mdi dbi twong x;, ta
thanh 1ap mot chudi thoi gian twong tmg
v6i tap moc thoi gian I, ki hiéu 1a TS;.
O do

(ISSN: 1859 - 4557)
TS ' ={v}} jel (1)

Trong do, gia tri cua vji la mot théng
ké cac thudc tinh dang xét cuia nhitng giao
dich do ddi twong x; thuc hién phat sinh
trong khoang thoi gian [¢), tj44) . Chudi
thoi gian nay thé hién cac hanh vi nhu
thay ddi tin suét giao dich, gia tri giao
dich,...

C6 nhiéu loai chudi thoi gian véi do
phtc tap khac nhau thé hién mtrc d6 thay
d6i cua cac hanh vi. Trong khudn kho bai
béo, ta xét mot chudi thoi gian don gian
Pinh nghia 1. Mét chudi thoi gian S duwoc
goi la chudi thoi gian don gidn néu théa
man diéu kién sau:

vi —v; € {~1,0,1} Vjie {1,2,...,m} (2)

Chudi Z = Z1, 29, Zm Yc’ri z =
Vjy1 — Vj la phép trir chudi cua chudi
thoi gian S.

Hinh 2 m6 ta mot chudi thdi gian don
gian va phép trir chudi cua chudi thoi
gian d6. Ky hiéu TS 1a tap dir liéu chudi
thoi gian cua tap d6i tuong o

Hinh 2: M6 ta chudi thoi gian don gian:
(a) Chudi tho gian. (b) Phép trir chudi
cua chudi thoi gian.
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2.3.  Khai phd mdu bdt thwong

Chudi thoi gian dugc xdy dung trong
phan mé hinh héa c6 thong tin vé cac
hanh vi va théi quen cua cac dbi tuong
trong qua khur. Ta tlep tuc phan tich cac
thong tin nay, cu thé 1a tim cic mau hanh
vi bat thuong cua ddi tuong gian lan.
Hinh 3 mo ta lai quy trinh khai phd mau
trong so do tong quan.

Khai pha mau

Nhém theo
tirng dang

Tinh toan ma tran
khoang cach

~

Y

‘ Tim kiém mau \

Chuédi ky hiéu

-
r

Y

Cac chudi cua

asi twong xau Mau bat thwong

Hinh 3 : Quy trinh khai pha mau.

Xettaphop & e Tslatap hop cua cac
chudi thoi gian trong tng véi dbi tuong
gian lan. Muc tiéu chinh cia khai pha
mau la xdy dung tép chira cc hanh dong
dang nghi de lam nén tang cho qua trinh
phan loai tiép sau. Y tuong duoc dua ra
& day 1a: hanh vi nao do nhiéu ddi twong
gian 1an hay thyuc hién thi dang nghi. Noi
cach khac, ta phai phan tich cac chudi
thoi gian ctia cac dbi twong xau dé tim ra
nhitng mau hanh vi xuat hién nhiéu lan.

Nhiéu nghién ctru da di theo cach tiép
can sur dung biéu dién 101 rac cta chudi
thoi gian. Y tuong chinh cia phuong

phap tiép cin nay 1a md hoa chudi thoi
gian thanh mot chudi rdi rac don gian ma
van giit duoc thong tin vé su bién dong,
chang han nhu mé ho4 thanh chudi ky tu
theo thuat toan SAX [7].

Vé6i mbi ddi tuong x; , chudi Z; cua
chudi thoi gian T'S; 1a mot chudi cua sé
thuoc {—1,0,1}, ta chuyén d6i nd vao
chudi ky hieu Svéi1lau,0lalva—1
la d. Hinh 4 mo ta qué trinh chuyén tir
chudi thoi gian thanh chudi ky hiéu.

3 /
2 e

fo 4 tz ta ts . YRR Y

ty 4 tz t ts - Nt

wiviaiidiul - iyl
ta 14 iz 13 14 .1 I
Hinh 4: Chuyén dbi phep trir chudi cua
chudi thoi gian don gian va chudi ky
hi¢u.
Pinh nghia 2. Chudi ky hiéu thu gon la
biéu dién rit gon cho chudi ky hiéu théng
thwong. Trong chudi ndy, moi ky hiéu di
kém véi mot chi s6 cho biét rang ky hiéu
dé Idp lai bao nhiéu lan.

Pinh nghia 3. Dang ciia chudi ky hiéu
thu gon la chudi cdc ky hiéu trong chudi
ky hiéu thu gon nhung hege bé chi so.
LAy vi du, u,1,d5 1a chudi ky hiéu thu
gon cia u—u—Il—-Il—-1l-1—-d-
d —d.Dangciua u,ludslau—1—d.
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Trong khuon kho bai bao, dé don gian
ta goi dang cuaa chuoi ky hiéu thu gon la
dang.

~Tap chudi thoi gian TS dugc chuyén
doi thanh tap cac chuoi ky hiéu thu gon
S’. Tuong Gmg véi timg dang, cac chuoi
con cua cac chuoi ky hiéu dugc thu thap
va dua vao mot tap chuoi ky hiéu.

V&i mbi tap, tat ca cac chudi con duge
so sanh bd1 d§ do khoang céch sau:
Dinh nghia 4. Cho hai chuoi X va X’ la
hai chuoi ky hiéu thu gon voi cung dang:

X=uzla2?. mgq

a;%ay*
1.2 q
X' = Ty Ty Ty

q

Khoang cach gitrta X va X’ la:

D(X,X,):\/(al—aa)u(az—z) + ot a

Két qua ciia cac phép so sanh nay
dugc thé hién bai mot ma tran khoang
cach. O budc nay, ta dinh nghia mot
ngudng twong ddng R, néu hai chudi co
khoang cach nho hon R thi hai chudi
trong dong va co cung mau.

Véi mdi mau sé ¢ mot chudi trung

tam ctia mau dai dién cho né thoa man:
e La chudi c6 s6 luong chudi ky hiéu
thu gon 16n nhat ma chudi con ciia ching
tuong ddng voi chudi dang xét.
e Néu c6 nhidu hon mot chudi thoa mén
diéu kién trén thi chudi trung tam mau la
chudi c6 tong khoang cach t61 tat ca cac
chudi twong ddng voi né 1a nho nhét.

Néu thoa man ca hai diéu kién thi ta
chon ngau nhién chudi trung tdm mau tir
cac chudi do.

Vi du, xét 5 chudi ky hiéu sau:

8881 = urliusly, 888; = uilusls
SSSg - ulll’l.tgh SSSS = UQllullg
S85S3 = uslyurly

(ISSN: 1859 - 4557)

Str dung cong thic khoang cach ¢ dinh
nghia 4

— a2 o l)\2 EY
D(sssi,sssj)—\/ (o — o) (0 e o )

4
SSS, | SSS, | SSS; | SSS, | SSSs
SSS, |0 05 |112 |071 |[1.22
sss, |05 |0 071 |05 |0.87
sss, [1.12 071 |o 087 |05
sss, 1071 (05 087 |0 0.71
ssS [1.22 087 |05 |071 |0

Bang 1: Ma tran khoang cach

Trong bang 1, néu ta chon ngudng
tuong dong l1a 0.75 thi SSS3, SSS,,
$SS; va SSS, s& ¢6 mau gidng nhau,
chi SSS. la riéng biét. Chudi trung tam
ctia 4 miu twong ddng 1a SSS,.

C6 thé ¢6 nhiéu hon mot mau trong
mot tap, vi vay sau khi tim dugc mdt
chudi trung tAm ctia mAu, tat ca cac chudi
turong dong vai chudi do s& duoc loai bo.
Sau d6, ta tim mau cho t6i khi khong co
chudi nao théa man diéu kién la trung
tAm ctia mau.

Trong tip mau thu duoc, co nhiing
mau chi xuét hién trong sb it trong 4. Vi
vay, dé dam bao tdp mau bt thuong dai
dién cho cac hanh vi dang ngo cua déi
tuong gian lan, ta tiép tuc chon loc mau
dua trén diém sb cua mau Piém sd cla
mot mau 1a ti 1¢ gitra s6 chudi thoi gian
c¢6 chudi con twong doéng véi chudi trung
tAm mAu va tat ca cac chudi thoi gian
dang xét. Chi c6 cac mau co6 diém s6 16n
hon mot ngudng nhat dinh duoc chon.

Quy trinh khai pha mau duoc trinh
bay trong thuat toan 1
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_Thuit toan 1: Thuat toan khai pha
mau trén chuoi thai gian.

INPUT: Tap chudi thoi gian TS, méc
khoang cach R.

OUTPUT Tap mau hanh vi dang nghi »

1. Loc tap chudi thoi gian cua dbi tuong
gian lan a tu TS.

2. Ma hod cic chudi thoi gian trong 4
thanh chudi ky hiéu thu gon.

3. Xdc dinh céc day ki ty ma hoa lap lai
trén nhitng chudi thoi gian trong 4 theo
tung dang.

4. Xay dung ma tran khoang cach tir cac
chudi con co day ki ty ma hod tim dugc
& budc 3.

5. Tim kiém chudi trung tim mau va cac
phan tir cia mau.

6. Loai bd cac chudi con thudc mau vira
tim dugc va lap lai budc 3, néu khong
tim dugc day ki tu lap lai, chuyén sang
bude 7.

7. Dung thuat toan, két luan tap mau P

Thuat toan 1 trich rat dugc cac thong
tin hanh vi xuét hién 1ap lai va pho bién
ctia cac d6i twong xau dugc gan nhin bat
thuong tur trude do.

Sau khi thuc hién qua trinh khai pha
mau, ta s& ¢ cac mau dai dién cho cac
hanh vi 13p lai trong nhom cac dbi twong
gian lan. Ky hiéu tap cac mau la p=
{P1,P2,- .., Dk} TAp miu nay s& dugc sir
dung lam co s& cho viéc phan loai ¢ budc
Sau.

2.4.  Phan logi
2.4.1. Thudc tinh bét thudng

Xét ddi twong x; bit ky, néu chudi
thoi gian TS; twong ung cua doi tuong
nay chiura nhiéu nhitng chuoi con tuong
tu véi cac chuoi trong tap mau bat

thuong p thi kha nang x; tieng gian lan la
cao. Nguoc lai, mic do nghi ngo cua x;
s& thap.

Vi mdi mau p; thude tap mau P, do
tuong tu giita p; véi cac hanh vi thé hién
trén s;, ki hiéu la fij, sé la khoang cach
toi thiéu gitra p; dén cac chudi con cua
Si.

Dua trén khoang cach tir dinh nghia 4,
ta tinh khoang cach p; véi cac chudi con
cua TS; chira c&c mau gidng nhu p; va
|dy gia tri nho nhat cho gia tri . Tuong
tu cho fiz,fi3,..., ta ’sé c6 mot tap cég
thudc tinh moi cua doi tugng $x_i$ the
hién su twong dong gitra hanh vi caa dbi
tuong v6i hanh vi cia cac ddi tuong gian
lan. Ky higu Fyp,’ = (1, flee f1).
Hinh 5 mé ta mot vi du tinh gia tri caa
mét thudc tinh bat thuong.

[Ts=whdibuldiliusdalitzledsliu b |

tTT2

0.58 1.41
| fi=0.58 I

Hinh 5: Tinh toan gia tri thudc tinh.

Céc thudc tinh cua F,,," 1a cac sb
thuc khong am biéu dién d6 twong ddng
gitta hanh vi cua dbi twong x; v6i hanh
vi gian 1an. Sau d6 céc thuc tinh nay s€
duoc st dung dé phan loai.

2.4.2. Phan loai

Cay quyét dinh 1a mot trong nhing
thuat toan may hoc phé bién nhét hién
nay va thuong dugc dung trong bai toan
phan 16p v6i bai toan hdi quy. Thuat toan
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nay thudc nhom céc thuat toan hoc co
giam sat.

Cay quyét dinh 12 mot cAu trac cdy ma
mdi nat biéu dién mot dic trung(tinh
chit), mdi nhanh biéu dién mot quy luat
va moi 14 biéu dién mot két qua.

Rimng ngau nhién (Random Forest) 1a
thuat toan phan lép véi nhiéu cay quyét
dinh. Mdi cay quyét dinh trong ring
dugc huan luyén trén céc tap con khéc
nhau cua tap luyén sinh ra tir dix liéu gbc
c6 nhdn boéi phuong phap dong bao
(bagging).

Cho tap luyén D = {xq,x5,...,%,}.
Voi m=1,2,...,m, ta chon tap con
ngau nhién ky hiéu D.va luyén tap D,
véi cac cay quyét dinh DT,,. Sau khi
luyén, két qua dy doan cho mau khdng
nhin x’ dugc quyét dinh boi 13y trung
binh du doan tir tit ca cac cdy hdi quy
riéng 1¢ trén x':

— 1 X
DT = —N DT, (z
Mﬂ; (z)  (3)

hodc tong hop két qua cua cac cdy phan
loai b?lng viéc binh chon theo da sd
(majority voting).

2.5.  Ddnh gid két qud phén logi bit
thwong
2.5.1. Ma tran nghi ngo (Confusion
matrix)

Ma tran nghi ngo cho biét c6 sb luong
phan loai dugc phan loai ding va phan
loai sai vao tiung 16p (bat thuong hay
khong bét thuong)

Hinh 6 mo ta két qua phan loai d6i twong
vao hai 16p '0' va '1'. Ma tran cho biét
rang c6 lan lugt 70 ddi trong dugce phan
dung vao 16p '0',12 dbi twong duoc phan
dung vao 16p '1' va 12 ddi twong bi phan

(ISSN: 1859 - 4557)
nham 16p (thuc té 1a 16p '0' nhung bi phan
loai 1a '1' va nguoc lai)

Random Forest

Inhouse-label

N ~
Predicted label

Hinh 6: Minh hoa ma tran nghi ngo.
2.5.2. Precision va Recall

Ta xét dén céc chi sb sau:
e TP (True Positive): S& luong doanh
nghiép dugc du doéan la bat thuong va
thyc té 1a bat thuong.
e FP (False Positive): S6 luong doanh
nghiép duoc duy doan 1a bat thuong
nhung thyc té khong bat thuong.
e FN (False Negative): S6 lwong doanh
nghiép dugc du doan 1a khong bat
thudng nhung thue té 1a bat thuong.
e TN (True Negative): S6 lugng doanh
nghiép dugec duy doan 1a khong bat
thuong va thuc té dung 1a khong bat
thuong.

Khi d6, yéu t6 danh gia Precision
dugc danh gia boi cong thuc:

TP

Precision = ——— 4
recision TP L FP (4)

Yéu t6 danh gia Recall duoc tinh boi
cbng thuc:
TP

Recall = TP+—FN (5)

Tir cong thire trén, ta c6 thé thiy yéu
td Precision thé hién ty 1¢ sb luong du
doan dung thuc sy 1a bt thuong trén sd
lwong du doan bat thudng béi mo hinh.
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Yéu t6 Recall thé hién ty 18 s6 luong du
doan ding thuc sy 14 bat thuong trén sb
lwong nhén bat thuong thuc té.

253. BDodo F;
b6 do F; duoc xac dinh boi cbng
thuec:
2XPrecisionXRecall
1 =

_ Precision + Recall
F; c6 giatrinam trong (0,1]. Fy
cang cao, by phan 16p cang tot.

3. Thi nghiém va két qua

3.1.  Caidat thi nghiém
3.1.1. Dirli¢u

Dt liéu dugc thu thap tir hoat dong
mua hang cua khach hang trong vong 3
nam. Bo dir liéu gdm thong tin giao
dich cua 801 khach hang trong vai 70
khéch hang dugc x4c dinh 1a ¢6 hanh vi
gian lan trong hoat dong mua hang,
chiém 8.74%
3.1.2. M& hinh hoa

Dit liéu duogc tién xur 1y dé thu duoc
cac chudi thoi gian thay d6i dia diém
mua hang twong tmg véi mdi khach
hang. Tir cdc khach hang bi gan nhin bat
thuong, ta xdy dung mo hinh tim kiém
mau bt thuong.

V6i giai doan n = 3 nam, ta phan chia
thanh 35 phan doan bing nhau va tap
T = {to,t1,...,t35}.

Ta xem xét mot doanh nghiép x; trong
tap cac doanh nghiép o, trong phan doan
thoi gian gitra hai diém ¢; va t;,q, G;* 1
tap cac dia diém doanh nghiép ké khai.
Taco:

F:0xT' - R

{F(wi,tj,l) =1 G, ¢ G
F(zi,tj1) =0 otherwise

Ham F dai dién sd thay d6i dia diém
ké khai hoat dong xuét nhap khau trong
giai doan (t;, tj11].
TS; 1a chudi thoi gian cua doanh nghiép
x; CO:

TS; = {TSy,TS;,..., TSk}

J
TS} = F(zit)
=0

—— Chudi thai gian thay déi dia diém cla mét doanh nghigp

0 5 10 5 0 P B E
Thai gian

Hinh 7: Chudi thoi gian thé hién sy thay
d6i dia diém ctia mot doanh nghiép
trong 3 nam.

Sau khi xay dung tap chudi thoi gian
cho tung doanh nghiép, str dung thuat
toan 1, ta thuc hién qua trinh khai pha
mau. T thue nghiém, ngudng diém sb
mau 13 20% cho két qua tbi uu (hay ta
chi xét cac mau xudt hién trong it nhat
20% chudi thoi gian trong 4).

Ap dung v6i bd dir licu hoat dong
mua hang, néu ta chon ngudng tuong
déng 12 0.75, s& thu duge 30 mau bt
thuong. Mot vai mau dugc dua ra nhu
bang 2.

Dang | Miu(SSS) | Piém s6 ciia miu(%)

u U 81.82
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hufin luyén dit liéu. Hinh 8 mé ta két

Bang 2: Diy mot s6 mau cac hanh vi
dang nghi

3.2. Kétqua

Ta tinh toan céac gié tri cuia thudc tinh
moi 1ap mot tap gia tri thudce tinh twong
g v&i mdi doanh nghiép. Sau dé sir
dung thuat toan rimg ngiu nhién dé
4, Két luan

Trong bai bao nay, toi da tim hiéu va
nghién ciru vé bai toan phat hién bat
thuong, khai pha mau bat thuong trong
chudi thoi gian, xay dung mé hinh nhan
dang miu bat thuong va ung dung hoc
may vao viéc phat hién khach hang bat
thuong trong dit liéu khach hang ban 1¢.
Két qua dat dugc cua bai bao nay nhu
Sau:

u Us 45.46 )

qui phan 16p theo ma tran nghi ngo
u Uy 25.45 Random Forest
ul uly 75.81
ul u,l, 72.73 2
ul u2l5 38.18 E
ul w,l,  |21.82 g
ul usls 16.36 . 2 6
ul Uylg 18.18
|U lzuz 60 Q'I ;
lu l5u2 29 09 Predictad label v

Hinh 9: Ma tran nghi ngo cua tap kiém
lu lgu, 21.82 thir gdm 121 doanh nghiép.
lu Liuy 23.64

PTegision Recall F-score
lu lzus 21.82
0.75 0.75 0.75

Bang 3: Bang d6 do F4, precision va
recall

Trong bang 3, mic du ty 1€ khach
hang gian 14n 12 nhé (chiém 6.6 %)
nhung mo6 hinh phat hién duogc 75%
khach hang gian lan.
e Dé xuit ki thuat khai pha mau bét
thuong.
e Xay dung mo hinh khai phd mau va
stt dung thudt toan rimg ngau nhién dé
phén 16p khach hang tir d6 tim ra nhiing
khach hang c6 hanh vi mua hang bét
thuong.
5. Loi cam on

T6i xin ¢6 101 cam on td1 Vién nghién
citu Ung dung Cong nghé CMC vi
nhitng déng gop va hd trg trong bai bao.
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